Administration Agencies Service Identification Form

Annex 1

1. Service title: Issuing authentication certificate for
encryption modules of public key infrastructure (PKI)

2. Service ID: 13011567101
(To be filled by the Planning and Budget Organization)
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Name of the agency: Iran Center for e-Commerce Development

Name of the parent organization: Ministry of Industry, Mine and Trade

Service
description

- Testing and evaluating various encryption modules of PKI (digital certification)
including HSM, smart cards, USB tokens and software tokens

- Granting PKI authentication certificate (digital certification) in the field of encryption
modules of PKI (digital certification)
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1- Submitting evaluation application along with a sample product and required documents
2- Checking the documents

3- Performing functional, security, stability and performance evaluations

4- Submitting results to the applicant
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10. Service processes connection diagram:
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Start of phase 1
Policies — executive directives — other documentations such as encryption module manual
Delivering documents to the lab
Pre-audit of documents
Operational and conformation evaluation
Reporting errors and defects
Documents are according to requirements — no — prepare a report of errors — is there a critical error?
Final acceptance of the product in phase 1
End of phase 1
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Stability test — evaluation of the performance and speed of the encryption software — security audit

Conformation evaluation according to FIPS 140-2 standard
Evaluation of implemented algorithms

Making a report of errors, faults and defects
Evaluation results are acceptable

Evaluation results are acceptable

Evaluation results are acceptable

Accepting implemented algorithms

Reporting errors and defects

Determining access level

Determining standard conformity level

Issuing CA and reporting success to the laboratory
End of phase 2

Particulars of the person completing

the form: Mehdi Azadi Tel:41031423

Email:

Department: Root CA
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